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NSA paid millions to Google and other IT companies to Facilitate Access to

Private Data
by zane - The Guardian UK Tuesday, Aug 27 2013, 4:40am
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Are we surprised that Google chairman, Eric 'Bilderberg' Schmidt has been exposed as a
brazen LIAR? Schmidt's current partner is a member of the CFR, need we say more?
Google is not alone in this betrayal of public trust, MS, Yahoo and numerous other
companies and providers are also involved. Perhaps in a century or two, the global
population may realise -- they are living under a global elite hell-bent on containing
entire populations with LIES/propaganda and surveillance. It's not about created or
imaginary terrorist threats -- YOU present the only REAL threat to the greedy, mass
murdering plutocrats that seek to OWN and control the entire WORLD -- YOU must be
monitored! Based on current levels of national intelligence and social awareness a global
police State is a sure thing -- you despicable COWARDS/MORONS.
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Foreign Intelligence Surveillonce Act (FI5A) Amendwents Act {FM'.'-‘HEJ
operations (PRISHM ond Upstream) require the yearly renswal of thres
Certifications by the FISA Court. Thess were signed on 21 Sept 2812,
ard effective on 24 Sept 2912, Upstreom providers completed their
transitions to the new Certificationt on 24 September 2812, and
PRISM providers cospleted their tronsitions by 2 October 201Z. Thess
docurents outhorize FAATEZ tosking ond collection, vith directions
on targeting end minimizotion procedures. It is importent that these
Certificotions wers renswved, becouse they outhorize FAATEZ2
operotions wntil 23 Septesber 2813, even if Congress fails to poss,
ar delovs possoge of , 0 replocement bill for the 2908 Fai
legizlation yhich encbles all FAA collection. The 2088 Fas low
expires on 31 Dec 2012. However, the low permits operations to
continue o long 0% the Certifications are in effect. This veor's
Certification renewal occurred on time, compared to 2011 when the
FISA Court determined thot some procedures with Upstreom operotions
were problemotic ond required HSA to propose occeptoble processes.
Last year's problems resulted in multiple extensions to the
Certifications® expirotion dotes which cost millions of dollars for
PRISH providers to implement eoch successive extension - costs
covered by Speciol Source Dperotions.

NSA paid millions to cover Prism compliance costs for tech companies
by Ewen MacAskill

The National Security Agency paid millions of dollars to cover the costs of major internet companies
involved in the Prism surveillance program after a court ruled that some of the agency's activities
were unconstitutional, according to top-secret material passed to the Guardian.

The technology companies, which the NSA says includes Google, Yahoo, Microsoft and Facebook,
incurred the costs to meet new certification demands in the wake of the ruling from the Foreign
Intelligence Surveillance (Fisa) court.

The October 2011 judgment, which was declassified on Wednesday by the Obama administration,
found that the NSA's inability to separate purely domestic communications from foreign traffic
violated the fourth amendment.



While the ruling did not concern the Prism program directly, documents passed to the Guardian by
whistleblower Edward Snowden describe the problems the decision created for the agency and the
efforts required to bring operations into compliance. The material provides the first evidence of a
financial relationship between the tech companies and the NSA.

The intelligence agency requires the Fisa court to sign annual "certifications" that provide the legal

framework for surveillance operations. But in the wake of the court judgment these were only being
renewed on a temporary basis while the agency worked on a solution to the processes that had been
ruled illegal.

An NSA newsletter entry, marked top secret and dated December 2012, discloses the huge costs this
entailed. "Last year's problems resulted in multiple extensions to the certifications' expiration dates
which cost millions of dollars for Prism providers to implement each successive extension - costs
covered by Special Source Operations," it says.

[See Fisa.1l image above]

An NSA newsletter entry dated December 2012 disclosing the costs of new certification demands.
Photograph: guardian.co.uk

Special Source Operations, described by Snowden as the "crown jewel" of the NSA, handles all
surveillance programs, such as Prism, that rely on "corporate partnerships" with telecoms and
internet providers to access communications data.

The disclosure that taxpayers' money was used to cover the companies' compliance costs raises new
questions over the relationship between Silicon Valley and the NSA. Since the existence of the
program was first revealed by the Guardian and the Washington Post on June 6, the companies have
repeatedly denied all knowledge of it and insisted they only hand over user data in response to
specific legal requests from the authorities.

An earlier newsletter, which is undated, states that the Prism providers were all given new
certifications within days of the Fisa court ruling. "All Prism providers, except Yahoo and Google,
were successfully transitioned to the new certifications. We expect Yahoo and Google to complete
transitioning by Friday 6 October."

[See Fisa.2 image below]

An earlier undated newsletter after the Fisa court ruling on certifications. Photograph:
guardian.co.uk

The Guardian invited the companies to respond to the new material and asked each one specific
questions about the scale of the costs they incurred, the form of the reimbursement and whether
they had received any other payments from the NSA in relation to the Prism program.

A Yahoo spokesperson said: "Federal law requires the US government to reimburse providers for
costs incurred to respond to compulsory legal process imposed by the government. We have
requested reimbursement consistent with this law."

Asked about the reimbursement of costs relating to compliance with Fisa court certifications,
Facebook responded by saying it had "never received any compensation in connection with
responding to a government data request".



Google did not answer any of the specific questions put to it, and provided only a general statement
denying it had joined Prism or any other surveillance program. It added: "We await the US
government's response to our petition to publish more national security request data, which will
show that our compliance with American national security laws falls far short of the wild claims still
being made in the press today."

Microsoft declined to give a response on the record.

The responses further expose the gap between how the NSA describes the operation of its Prism
collection program and what the companies themselves say.

Prism operates under section 702 of the Fisa Amendments Act, which authorises the NSA to target
without a warrant the communications of foreign nationals believed to be not on US soil.

But Snowden's revelations have shown that US emails and calls are collected in large quantities in
the course of these 702 operations, either deliberately because the individual has been in contact
with a foreign intelligence target or inadvertently because the NSA is unable to separate out purely
domestic communications.

Last week, the Washington Post revealed documents from Snowden that showed the NSA breached
privacy rules thousands of times a year, in the face of repeated assurances from Barack Obama and
other senior intelligence figures that there was no evidence of unauthorised surveillance of
Americans.

The newly declassified court ruling, by then chief Fisa judge John Bates, also revealed serious issues
with how the NSA handled the US communications it was sweeping up under its foreign intelligence
authorisations.

The judgment revealed that the NSA was collecting up to 56,000 wholly US internet communications
per year in the three years until the court intervened. Bates also rebuked the agency for
misrepresenting the true scope of a major collection program for the third time in three years.

The NSA newsletters say the agency's response to the ruling was to work on a "conservative solution
in which higher-risk collection would be sequestered”. At the same time, one entry states, the NSA's
general counsel was considering filing an appeal.

The Guardian informed the White House, the NSA and the office of the director of national
intelligence that it planned to publish the documents and asked whether the spy agency routinely
covered all the costs of the Prism providers and what the annual cost was to the US.

The NSA declined to comment beyond requesting the redaction of the name of an individual staffer
in one of the documents.

UPDATE: After publication, Microsoft issued a statement to the Guardian on Friday afternoon.

A spokesperson for Microsoft, which seeks reimbursement from the government on a case-by-case
basis, said:

"Microsoft only complies with court orders because it is legally ordered to, not because it is
reimbursed for the work. We could have a more informed discussion of these issues if providers
could share additional information, including aggregate statistics on the number of any national
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security orders they may receive."
© 2013 Guardian News and Media Limited

[Follow link for embedded links.]

(TS//S1//F) The FISA Court signed the 2811 FAA Certificotions on 3 October
20d1 - these ore volld until 2 Oct 28d2, permitting 550 FAd-outhorised
occesses to contirue cperations, Howewer, in the BB-poge apinion, the judge
ordered certain “uwpstrece™ or “possive™ FAA DNI collection to cease after 39
days, unless MSA inpleménts solubions Lo correct all deficiencies (dentified
in the opinion document. PRISH operations ore mob of fected by these coweats.
Al PRISN providers, except Yohoo ond Google, were successful ly
tronzitionsd to the ned Certificotlons. We expact Yohoo and Googla to
complete tronsitioning by Friday & Oct. Regarding the non-PRISH Fai

col lection programs, the Court cited torgeting ard minimization procedurss
reloted to collection of Multiple Communications Trongoctions as “deficient
on stotutory ond constitutional grounds®. 550, Techmology Directorate, OGC,
ond other orgonizotions ore coordinating o response, which includes plonning
to implement o corservabtive solution in which higher-rizk col lection will be
sequestered. It is possible thot this higher risk collection containg much
of the non-dupllicotive FAA col lection resulting in the FAA reporting from
upgtreon oocesses. This solution is designed to comply with the judge's
order; however, the judge will howe to determirme if it doss. If the solution
is instolled, 550 will then work with 0PIz ond QGG to wodify the solution
ovar time swch thot the filtering process will be optimized to parmit more
valid collection to be processed and forwarded to 0Pls. Finally, in
porallel with these efforts, the OGC i contemploting Filing an appeal to
the rulina."
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